The Pima County Clerk of the Superior Court provides its own secure login certificate for the Attorney
Registration web page. This certificate makes possible the encrypted transmission of data between your
computer and our server. Normally these certificates are purchased from a third party vendor, but the Clerk’s
Office has created one of our own. Because of this, most internet browsers will issue a warning when visiting
our site because it does not recognize the issuer (the Clerk’s Office) of the certificate. In most circumstances,
when you receive a warning on a certificate, you would not proceed to the page. However, in this case, it is
okay to do so, and it will be necessary to do so in order to use the Attorney Registration site.

Following are instructions on how to navigate past the warnings with three popular browsers:

Internet Explorer 6

Internet Explorer 7 & 8

Firefox

Internet Explorer 6

When attempting to access our site, the following warning may be received:

Security Alert

) J"! Information you exchange with this site cannot be viewed or
@ changed by others. However, there is a problem with the site's

security certificate.

Lf'g_\, The security certificate was issued by a company you have
not chosen to tust. View the certificate to determine whether
you want to trust the certifying authority.

o The security certificate date is valid.

o The security certificate has a valid name matching the name
of the page you are tiying to view. —

3 go Do you want to proceed? goz
) re ke fo.
[ Yes ] t No { [ View Certificate ]

AY:

Click the “Yes” button and you will be taken to our site.

Back



Internet Explorer 7 and 8

When attempting to access our site, the following page will appear:

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer

Sl € | https://eclerk.cosc.pima.gov/ecr_online

5.7 Favorites = £ | Suggested Sites v g | Customize Links & Get More Add-ons v

(€ Certificate Error: Navigation Blocked

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to dose this webpage.

# &Y Continue to this website (not recommended).

& More information

Click on the option, “Continue to this website (not recommended)” and you will be taken to our page.

Back



Firefox

** You should only have to perform this procedure one time. **

When attempting to access our site, the following warning will appear:

0l &  Secure Connection Failed

]

| eclerk.cosc.pima.goy uses an invald security certificate,
The certificate is not Tusted because the issuer certificate is unknown,

{Error code; sec_error_unknown_issuer)

= This could be a problern with the server's configuration, or it could be someone
trying to impersonate the server,

= If you have connected to this server successfully in the past, the error may be
termnporary, and you can try again later,

- Or you can add an exception...

Click on the “Or you can add an exception” link at the bottom. The following should appear:

§l & | Secure Connection Failed

S

A | eclerk.cosc.pima.gov uses an invalid security certificate,
The cerfificate is not rusted because the issuer cerfificate is Lnknown,

{Error code: sec_arror_unknow_issuer)

= This could be a problermn with the server's configuration, or it could be someone
trying to impersonate the server,

= If you have connected to this server successfully in the past, the errar may be
temporary, and you can try again later.,

‘ou should not add an exception if you are using an internet connection that wou do nat trusk
completely ar if vou are not used to seeing & warning For this server,

Get me out of here! l [.ﬁ.dd Exception... l _

Click the “Add Exception” button. The following should appear:
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Secure Connection Failed

Add Security Exception

You are about to override how Firefox identifies this site.

! ', Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: ttps:) osc.pima. govjecr_onling Get Certificate _

Certificate Status

Cancel

Click the “Get Certificate” button. The following should appear:

Secure Connection Failed

Add Security Exception

You are about to override how Firefox identifies this sike,
' Legitimate banks, stores, and other public sites will not ask you to do this.
+RY

Server

Location: | https:fjeclerk, casc.pima. gavecr_online ‘ | Get Certificate ‘
Certificabe Status

This site atternpts to identify itself with invalid information.
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

- Permanently store this exception
- [gonfirm Security Exception ] [ Cancel

Make sure the “Permanently store this exception” box is checked, then click the “Confirm Security Exception”
button and you will be taken to our page.
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